Proxy Gatekeeper at Proxy / NAT Server

Almost of all users with dedicated lines live behind some sort of firewall or proxy server, such as, in Office IntraNet and CyberCafes.  In such network topology, voice and video traffic from the IntraNet may pass the proxy server to reach the Internet destination but, unfortunately, not the other way around. It is to say that voice and video traffic from Internet source will not be able to bypass any firewall and proxy server to reach destination within the IntraNet.

The only solution is installing some sort of Gatekeeper to act as relay for Internet Telephony traffic at the proxy server. Thus, ability to setup a proxy gatekeeper would be crucial. A proxy gatekeeper will enable these proxy-ed Endpoints to get properly connected.

A proxy Gatekeeper may act as proxy server for Internet Telephony traffic. A proxy Gatekeeper should be operated in tandem with other traffic proxy server, such as, Wingate / Winroute in Windows, or squid in Linux, on the same machine.

After extracting gk-2.0.*-linux-bin.tgz in /usr/local/src/, and installing the gnugk in the appropriate folder. Some of the important examples of the configuration of gnugk can be found in /usr/local/src/openh323gk/etc. Three (3) important examples needed to set a proxy Gatekeeper is,

· proxy.ini – how to setup a proxy for Internet Telephony traffic.

· child.ini – how to register to a public Gatekeeper.

· neighbor.ini – how to be part of Gatekeeper neighborhood network.

There are several significant differences between a proxy Gatekeeper and a public Gatekeeper. A proxy Gatekeeper is normally,

· Use routed mode (not direct mode)

· Proxy enabled.

· Normally register as a Gateway to the Root Gatekeeper to be able to interact with others.

Since a proxy Gatekeeper is executed in routed mode. The normally used command line to execute the openh323 gatekeeper gnugk would be,


gnugk –rr –c /etc/myconfiguration.ini

We can closely examine some of the important sections in the configuration file, such as,

· [Gatekeeper::Main] section

[Gatekeeper::Main]

Fourtytwo=42

Name=ExampleProxyGK

TimeToLive=100

TotalBandwidth=4000

Home=202.172.233.162

TotalBandwidth is in Byte per second. A two way audio communication compressed in G.723.1 will consume about 1280 byte per second. We can set the maximum allocated bandwidth for Internet Telephony communication; say 4000 bytes per second or 32 Kbps. Thus, Internet Telephony traffic may not consume all Internet bandwidth. Through the Home parameter, the IP address of the Gatekeeper may be set if needed. The Gatekeeper will normally detect the IP address automatically.

· [Proxy] section

[Proxy]

Enable=1

InternalNetwork=192.168.0.0/16

ProxyForNAT=1

ProxyForSameNAT=1

The proxy Gatekeeper must be configured with proxy enabled. We need to tell it the IP address of the InternalNetwork. If A Network Address Translation (NAT) is used, we can configure the proxy for NAT.

· [RoutedMode] section

[RoutedMode]

GKRouted=1

H245Routed=1

AcceptUnregisteredCalls=1

AcceptNeighborsCalls=1

SupportNATedEndpoints=1

Note that GKRouted & H245Routed are all set to 1. It is intended so that all audio and video traffic will be relayed through the Gatekeeper. AcceptUnregisteredCalls and AcceptNeighborsCall are set to 1 so that it can accept any calls from neighboring Gatekeeper. Setting AcceptNATedEndpoint to 1 will enable endpoint behind NAT to register to the Gatekeeper and use it to call others. We may also active the routed mode through command line interface, such as,


gnugk –rr –c /etc/myconfiguration.ini

· [Endpoint] section

[Endpoint]

Gatekeeper=202.53.224.172

Type=Gateway

H323ID=ExampleProxyGK

E164=16132322200,1613232211

Prefix=16132323

TimeToLive=100

RRQRetryInterval=10

ARQTimeout=2

UnregisterOnReload=1

In this [Endpoint] section, we can set the proxy Gatekeeper to register to the public Gatekeeper. The Gatekeeper parameter will set to which public Gatekeeper our proxy Gatekeeper will be registered. In this example, the proxy Gatekeeper registers to 202.63.224.172.  The proxy Gatekeeper will be registered as Gateway on the public Gatekeeper as specified in the registration Type.

During the registration processes, the proxy Gatekeeper may register the area code / prefix as well as the phone number / E.164 served by the proxy Gatekeeper. In the above example, this particular proxy Gatekeeper registering a couple of Ottawa, Canada area phone number and, thus, other endpoint on the Internet Telephony network will be able to call in the normal Telco phone number.

Each public Gatekeeper handles its own area code. Some of the major public Gatekeeper of Indonesian Free Internet Telephony MaverickNet is shown below,

Gatekeeper=202.53.224.172

Prefix=1613232


Or,

Gatekeeper=202.155.39.157

Prefix=6288765


Or,

Gatekeeper=218.100.4.194

Prefix=6288888123


Or,

Gatekeeper=202.43.162.189

Prefix=6288999123

People are very much welcome to freely use it.

# Template of Proxy GK

#

# WAN: ip dynamic / dial-up

# LAN: IP=192.168.0.1  Network= 192.168.0.0/16

# the gatekeeper is run at the proxy machine

#

# suggested way to run the gatekeeper

# gnugk -rr -l 100 -c /etc/gnugk.ini 

[Gatekeeper::Main]

Fourtytwo=42

Name=ExampleProxyGK

TimeToLive=100

# Home=your.public.ip.addr

# TotalBandwidth=128000

#

# each G.723.1 call consume 1280 Bps.

[RoutedMode]

GKRouted=1

H245Routed=1

AcceptUnregisteredCalls=1

AcceptNeighborsCalls=1

CallSignalPort=1721

CallSignalHandlerNumber=1

RemoveH245AddressOnTunneling=1

DropCallsByReleaseComplete=1

SupportNATedEndpoints=1

Q931PortRange=30000-39999

H245PortRange=40000-49999

[Proxy]

Enable=1

InternalNetwork=192.168.0.0/16

T120PortRange=50000-59999

RTPPortRange=50000-59999

# ProxyForNAT=1

# ProxyForSameNAT=1

[Endpoint]

# Gatekeeper=202.53.224.172
(for non-6288 area code)

# Gatekeeper=202.155.39.157
(for area code 6288)

# Gatekeeper=218.100.4.194
(for area code 62 88 888)

# Gatekeeper=202.43.162.189
(for area code 62 88 999)

# Gatekeeper=202.150.8.15
(for area code 62 88 925)
Gatekeeper=202.53.224.172

Type=Gateway

H323ID=ExampleProxyGK

E164=16132322200,1613232211

Prefix=1613233

TimeToLive=100

RRQRetryInterval=10

ARQTimeout=2

UnregisterOnReload=1

[RasSrv::LRQFeatures]

NeighborTimeout=6

ForwardHopCount=8

AlwaysForwardLRQ=1

IncludeDestinationInfoInLCF=1

CiscoGKCompatible=1

[RasSrv::Neighbors]

#

# List of some possible neighbors can be downloaded

# from http://www.cic.ac.id/gkregistration

[GkStatus::Auth]

rule=explicit

127.0.0.1=allow

# your.public.ip.addr=allow

default=forbid

