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of Section 3 of RFC 3667. By submitting this Internet-Draft, each
aut hor represents that any applicable patent or other IPR clains of
whi ch he or she is aware have been or will be disclosed, and any of
whi ch he or she becone aware will be disclosed, in accordance with
RFC 3668.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that

ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on Septenber 2, 2005.
Copyright Notice
Copyright (C The Internet Society (2005).
Abst r act
Thi s docurment defines a new parameter "enundi™ in the "tel”™ Uniform

Resource ldentifier (URI) as defined in RFC3966 to support the
handl i ng of ENUM queries in SIP proxies, H 323 gatekeepers and ot her
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Vol P network el ements. The presence of the "enundi" paraneter
indicates to the Vol P network el ement receiving an URI containing an
E. 164 number that an ENUM query as defined in RFC3761 has al ready
been perfornmed on the E. 164 nunber indicated by the previous VolP
network el ement.

Tabl e of Contents

1. Term nol ogy 3
2. Introduction . 4
3. Formal Syntax 5
4. Normative Rules . . . . . . . . . . . . . . .. 6
4.1 Handling an URI with the "enumdi " paraneter 6
4.2 Addi ng the "enundi" paraneter to URI's 6
5. Exanples . . . . . . . . . . . ... 7
6. Security Considerations 8
7. |1 ANA Consi derati ons 9
8. References . Ce e 10
8.1 Nor mat i ve Ref erences . 10
8.2 Informati ve References . 10
Aut hors' Addresses . C e e e e e e 10
Intellectual Property and Copyright Statements . 12

Stastny, et al. Expi res Septenber 2, 2005 [ Page 2]



Internet-Draft ENUM Di p Indicator "tel"™ URI parameter Mar ch 2005

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in

thi sdocunent are to be interpreted as described in BCP 14, RFC2119
[1].
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2. I nt roducti on

Vol P network el ements (including UAS and UAC) may be set up in

di fferent ways to handle E 164 [2] nunbers during call setup,
dependi ng on the capabilities provided. One comon approach is to
guery ENUM as defined in RFC3761 [3].

If the ENUM query leads to a result, the call is set-up accordingly.
If the ENUM query does not lead finally to a result, another database
may be queried and/or the call may finally routed to the PSTN. In

doing so, the call may be routed to another Vol P network elenent. To
indicate in signalling to this next VolP el enent that an ENUM query
has al ready be nade for the "tel” URl (specified in RFC3966 [4]), the
"enundi " parameter is used, to prevent the next Vol P network el enent
fromrepeating redundant queries.
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3. Fornmal Syntax

The foll owi ng syntax specification uses the augnmented Backus- Naur
Form (BNF) as described in RFC2234 [6].

enundi *1(enumdi p-i ndi cator)

enum di p-i ndi cat or = ";enundi"

The "enumdi p-indicator" can appear in the "tel" UR at npbst once.
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4. Normative Rul es

Thi s section discusses how a Vol P network el enent handl es a received
“tel" URI that contains the "enundi" paraneter or has accessed ENUM
in el64.arpa for a given E 164 nunber and needs to add the paraneter
to a "tel" URI.

4.1 Handling an URI with the "enundi" paraneter

If a Vol P network el enent receives a "tel" URl containing the
"enundi " paranmeter, the Vol P network el ement SHOULD NOT retrieve the
related information for this nunber fromENUMin el64.arpa even if it
woul d normal ly do so.

If the received "tel" URI is to be passed to the next network
el enent, the Vol P network el ement MJST pass on the received UR
contai ning the "enunmdi " paraneter unchanged.

4.2 Adding the "enundi" parameter to URls

When a Vol P network el enent accesses ENUMin el64.arpa for a given

E. 164 number and the result of the query is NXDOMAIN, and the network
el enent chooses to pass the call to the next network el ement by using
a "tel" URI, the "enundi" paraneter MJST be set.

When a Vol P network el enent accesses ENUMin el64.arpa for a given

E. 164 nunber and either

o the result of the query includes a NAPTR RR containing a "tel” UR
that has the same E. 164 nunber, or

o the result of the query includes a NAPTR RR containing a "tel" UR
with the "enundi " paraneter set,

then if that retrieved "tel” URl is chosen to be passed to the next

network el ement, the sending Vol P network el ement MJST pass on the
retrieved URl with the "enundi" paraneter set.
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5. Exanpl es

a. A VolP network el enent "server.exanple.com' receives a "tel" UR

<tel: FJEF>. The VolP network el enent accesses the DNS

for NAPTR RRin 8.3.0.0.6.9.2.3.6.1.4.4.el64.arpa., and gets the
response NXDOMAIN. The Vol P network el ement decides to route the
call to the PSTN via another Vol P network el erent called

"gw. exanpl e. cont'.

It therefore signals to the next VolP network el ement wth:
<tel : FIEH,; enundi >

or (using the procedures of RFC3261 [5] section 19.1.6):
<si p: #HIZEZF; enumdi @w. exanpl e. com user =phone>.

b. A VolP network el enment "server.exanple.com receives a "tel"” URI

<tel: #HiJZ¥>. The VolP network el ement accesses the DNS
for NAPTR RRin 8.3.0.0.6.9.2.3.6.1.4.4.el64. arpa., and receives
the sane "tel" URI in reply (i.e. <tel: ¥Hfgd >).

The Vol P network el enent decides to route the call to the PSTN
vi a another Vol P network el ement "gw. exanpl e.cont.

It therefore signals to the next VolP network el ement with:
<tel : FIEH,; enundi >

or (using the procedures of RFC3261 [5] section 19.1.6):
<si p: #HiIZEZF; enunmdi @w. exanpl e. com user =phone>.
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6.

Security Consi derations

In addition to those security inplications discussed in the "tel"” UR
[4] specification, there are new security inplications associated
with the defined paraneter.

If the "enumdi" is illegally inserted into the "tel" URl when the
signaling nessage carrying the "tel”™ URI is en route to the
destination entity, the call may be routed to the PSTN network,

i ncurring unexpected charges or the causing a downstream Vol P net wor k
el enent to reject the call setup.

It is less a problemif the "enundi" is illegally renoved. An
addi ti onal ENUM query may be perforned to retrieve the routing number
i nformati on and have the "enundi" included again

It is RECOWENDED that protocols carrying the "tel” URl ensure
nmessage integrity during the nmessage transfer between the two
conmuni cati ng network el enents so as to detect any unauthorized
changes to the content of the "tel" URI and other information.
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7. | ANA Consi derati ons

Thi s document requires no | ANA acti ons.
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Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
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m ght or m ght not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. |Infornmation
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nade to the I ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this

speci fication can be obtained fromthe IETF on-line IPR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enment
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ietf-ipr@etf.org.
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Thi s docunment and the information contained herein are provided on an
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| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE
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